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Executive Summary

Global maritime ports and critical infrastructure are operating in an increasingly contested
environment where criminal networks, hostile state actors, and emerging technologies converge to
exploit gaps in traditional security models.

Many environments still rely on fragmented, patrol-based systems that were not designed to detect
coordinated, multi-domain threats across maritime, rail, air, land, subsurface, and cyber
environments. As adversaries become more networked, automated, and adaptive, security systems
often remain siloed, reactive, and resource constrained.

The Port Autonomous Domain Security Solution (PADSS), led by Gulf Coast Tactical, addresses
this gap through a unified, intelligence-driven framework that integrates autonomous systems, Al-
powered analytics, protective intelligence networks, counter-UAS capabilities, resilient power, and
secure data infrastructure into a single operational platform.

PADSS is designed primarily for maritime ports but is adaptable to critical infrastructure
environments such as rail yards, intermodal terminals, LNG facilities, chemical plants, logistics
hubs, energy sites, and other high-consequence properties. The platform enables organizations to
move from reactive monitoring to predictive, coordinated threat interdiction at scale.

The Expanding Threat Landscape

Ports and critical infrastructure face converging risks that increasingly operate across multiple
domains simultaneously. These threats exploit fragmented visibility, limited staffing, delayed
coordination, and legacy systems built for monitoring rather than predictive response.

* lllicit Trafficking & Contraband Movement — exploitation of high-volume cargo networks to
move narcotics, weapons, and other contraband through legitimate trade flows.

* Human Trafficking Operations — use of maritime and intermodal routes to move individuals
through covert or illegal channels.

» Terrorist Threats to Critical Infrastructure — targeting of ports, logistics hubs, fuel storage,
energy systems, and transportation networks to disrupt national and global supply chains.

» Foreign Intelligence & Surveillance Activities — hostile-state reconnaissance aimed at
mapping vulnerabilities, tracking operations, or preparing future disruption.

+ Transnational Repression & State-Sponsored Activity — foreign-directed surveillance,
intimidation, or disruption within U.S. and allied territories.

* Unauthorized Drone Activity — use of small UAS platforms for surveillance, smuggling,
targeting support, or payload delivery near restricted facilities.

+ Cyber-Physical Risk — attacks or intrusions targeting operational technology, camera
systems, access control, network infrastructure, and data environments that support security
operations.

These threat categories are not isolated. A coordinated event may involve vessel loitering, drone
surveillance, suspicious cargo movement, cyber probing, and pre-operational surveillance across
multiple sites. This reality requires a security model that can detect patterns across domains, not
just alert on isolated events.
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Why Traditional Security Models Are Failing

Traditional security architectures were built around individual systems — cameras, access control,
patrols, radios, radar, and incident reporting. While each component can provide value, fragmented
systems create blind spots when they are not connected into a unified operational picture.

+ Disconnected sensor systems prevent operators from seeing how events in one domain
relate to events in another.

* Manual monitoring depends heavily on human attention across large camera and sensor
environments, increasing the risk of fatigue and missed indicators.

+ Patrol-based security creates time and coverage gaps, especially across waterways, large
perimeters, remote terminals, and rail corridors.

» Lack of predictive analytics limits the ability to identify early indicators of hostile activity
before an incident occurs.

* Fragmented operational awareness slows coordination between port security, law
enforcement, federal partners, and emergency responders.

» Cyber and physical systems are often managed separately, even though modern threats
increasingly target both.

PADSS addresses these limitations through integration, autonomy, Al-enabled analysis, protective
intelligence, and secure infrastructure that supports real-time and historical analysis across
domains.

Why PADSS Is Different

PADSS is not a single technology product. It is a system-of-systems approach that unifies best-in-
class partner capabilities into a common operating framework.

Differentiator Operational Meaning

Autonomous-first Persistent maritime, aerial, perimeter, and rail monitoring reduces

architecture patrol gaps and expands coverage without a proportional increase in
personnel.

Al-native intelligence layer OpSignal's Al platform delivers real-time correlation, anomaly

detection, and behavioral analytics — connecting disparate sensors
into a unified decision-support layer that helps operators detect
patterns that isolated systems miss.

Secure infrastructure FOGO provides the ingestion, storage, retention, Zero Trust, and

backbone SOC/NOC foundation required to operate multi-domain security at
scale.

Protective intelligence TrapWire adds pre-incident detection, cross-site correlation, and

integration networked alerting to help identify hostile activity before execution.

Ecosystem-driven delivery Gulf Coast Tactical leads a coordinated partner model that brings

together autonomy, Al, infrastructure, threat intelligence, power
resilience, and OEM systems.
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PADSS System Architecture

PADSS operates through an integrated layered architecture. Multi-domain sensors collect data from
operational environments, FOGO secures and normalizes the data backbone, Al systems analyze
activity and recommend actions, protective intelligence identifies pre-operational indicators, and
command systems present a common operational picture for coordinated response.

A critical design principle of PADSS is that it is built to integrate with existing infrastructure not
replace it. Cameras, access control systems, radar, VMS platforms, and other investments already
in place can be connected into the PADSS framework. This no-rip-and-replace approach protects
prior capital investments while extending their value through unified analytics and command
integration.

PADSS Multi-Domain Security Architecture
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Figure 1. PADSS Multi-Domain Security Architecture
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Layer 1: Sensor and Collection Layer

The sensor layer collects information across maritime, air, land, rail, subsurface, and perimeter
environments. This layer includes autonomous surface vessels, tethered drones, sonar, fixed
cameras, mobile sensors, access control data, rail / cargo data, and loT devices as well as any
existing sensors already deployed at the facility.

Layer 2: Secure Data Backbone

The data backbone securely ingests, stores, normalizes, and protects video, telemetry, sensor, and
operational data. This enables real-time visibility, long-term retention, investigative review, and Al-
ready data pipelines across one or multiple sites.

Layer 3: OpSignal Al Analytics and Orchestration

The OpSignal Al layer analyzes activity patterns across all connected sensors, flags anomalies,
prioritizes alerts by severity, correlates events across domains, and supports decision-making. Its
sensor and software agnostic architecture connects disparate data sources — cameras,
microphones, access control, 0T devices, and more into a unified decision support layer without
requiring hardware replacement or disruption to operations.

Layer 4: Command and Control

The command layer presents a common operational picture that supports port security teams, law
enforcement, federal partners, emergency response, and infrastructure leadership.

Autonomous Systems: Persistent Security at Scale

Autonomous systems are foundational to PADSS because they change the economics and
coverage model of security operations. Traditional patrols are periodic and resource intensive.
Autonomous platforms create persistent presence, deterrence, and continuous monitoring across
areas that are difficult or costly to cover with personnel alone.

» Continuous 24/7 coverage without fatigue.

* Expanded operational reach across waterways, approaches, perimeters, and remote areas.
* Deterrence through persistent visible and sensor-enabled presence.

» Lower long-term operating pressure compared with continuously expanding manned patrols.
» Scalable deployment across large and complex sites.

+ Consistent monitoring in low-visibility, nighttime, and adverse operating conditions.

Autonomous Maritime Operations: Gulf Coast Tactical

Gulf Coast Tactical is the lead partner for PADSS and provides the autonomous maritime operating
capability that anchors the solution. GCT unmanned surface vessels (USVs) enable persistent
maritime domain awareness, patrol support, surveillance, and rapid response across waterways,
port approaches, and restricted zones.
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GCT deploys a scalable fleet of purpose-built USV platforms:
+ 18-ft Unmanned Surface Vessels (USVs) — compact, agile platforms for close-in port patrol
and surveillance.

* Nemesis 20-ft USVs — mid-range platforms offering enhanced payload capacity and
endurance for extended patrol operations.

+ Sea Lynx 24-ft USVs — large-frame vessels providing maximum sensor payload, range, and
multi-mission flexibility.

» Tethered drone systems for persistent aerial observation integrated with USV operations.

* Long-endurance patrol with integration of multi-sensor payloads including day/night
cameras, thermal imaging, radar, and sonar.

+ Coordinated fleet operations supporting surveillance, interdiction, incident response, and
perimeter enforcement.

Persistent Aerial Surveillance and Counter-UAS

Tethered drones provide persistent aerial overwatch for high-priority areas such as entrances,
restricted zones, ship berths, chemical storage, LNG facilities, and rail interchanges. Unlike battery-
limited UAVSs, tethered systems remain aloft for extended periods providing continuous real-time
visibility. PADSS also includes counter-UAS capabilities to detect, track, classify, and support
mitigation of unauthorized drone activity in accordance with applicable law and operating authority.

Partner Ecosystem Capabilities

PADSS is delivered through a coordinated ecosystem of industry-leading partners. Each
contributes a defined capability layer to the integrated solution. The table below summarizes the
role and core capabilities of each partner.

Partner Role Core Capabilities

Gulf Coast Lead Partner / 18-ft, Nemesis 20-ft, and Sea Lynx 24-ft USVs; tethered

Tactical Maritime drone systems; autonomous maritime patrol, surveillance,
Autonomy and interdiction support

FOGO Solutions Secure Encrypted data ingestion; enterprise storage and retention;
Infrastructure & Zero Trust architecture; SOC/NOC 24/7; VMS, switching,
Data Backbone servers, virtualization, and wireless infrastructure; multi-site

aggregation; long-term evidentiary retention supporting
MTSA record-keeping and Coast Guard inspection
requirements

OpSignal Al Analytics & VLM-native Al platform; sensor and software agnostic
Sensor integration across cameras, microphones, access control,
Intelligence and loT; real-time anomaly detection and severity-ranked

alerting; no edge GPU hardware required; historical
intelligence and trend analysis; individually tunable per-
sensor detection
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NODA Multi-Domain Al-powered multi-domain orchestration; vendor-agnostic
Orchestration integration layer connecting diverse OEM and partner
systems; mission-level decision optimization
TrapWire Protective Pre-incident behavioral detection; cross-site pattern
Intelligence correlation; networked intelligence sharing; proven

deployment across ports, transportation hubs, energy
facilities, and government installations

Diamond Leaf Power Secure power generation; integrated switchgear and power

Energy Resilience distribution; Uninterruptible Power Supply (UPS) systems;
resilient energy infrastructure for command centers, sensors,
and data environments

Cross-Sector Applicability

Although PADSS is designed around the port security mission, its architecture applies to many
critical infrastructure environments where security teams must monitor large physical areas,
correlate multiple data sources, and respond quickly to emerging threats.

Primary Risks PADSS Application

Maritime Ports Contraband, vessel threats, Full multi-domain maritime, rail, air, land,
drone activity, cargo disruption, subsurface, cyber, and command
unauthorized access integration

Rail & Intermodal Cargo tampering, theft, Rail data correlation, perimeter

Yards anomalous routing, perimeter monitoring, Al anomaly detection,
breach, unauthorized response coordination
surveillance

LNG & Chemical Perimeter intrusion, drone Persistent aerial overwatch, counter-

Facilities surveillance, sabotage, UAS, perimeter analytics, secure data
safety/security convergence retention

Logistics & Theft, diversion, vehicle Vehicle and cargo monitoring, anomaly

Distribution Hubs anomalies, unauthorized access detection, integrated command workflows

Energy & Utility Sites  Physical attack, cyber-physical Resilient power, secure infrastructure,
disruption, continuity risk monitoring, and coordinated response

Representative Operational Scenarios

Scenario 1: Suspicious Vessel Approach

A small vessel repeatedly alters its approach pattern near a high-value cargo terminal and loiters
outside normal shipping lanes. PADSS correlates vessel movement, USV observations, camera
feeds, and historical behavior. Operators receive an early alert before the vessel reaches a
restricted zone, enabling proactive assessment and response.
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Scenario 2: Rail Cargo Anomaly

A container enters an intermodal environment with inconsistent documentation, abnormal weight
data, or suspicious routing. PADSS correlates cargo data, route information, sensor readings, and
security alerts to prioritize inspection and reduce the chance of contraband movement through
normal trade flows.

Scenario 3: Unauthorized Drone Activity

An unidentified drone is detected near an LNG facility, chemical plant, or port terminal. PADSS
tracks the activity, classifies the potential threat, alerts the command center, and supports counter-
UAS response within the operator's legal authority and security procedures.

Scenario 4: Coordinated Multi-Domain Threat

A port experiences vessel loitering, overhead drone activity, unusual cargo movement, and
suspicious photography at separate locations. Individually, each may appear low priority. PADSS
correlates the indicators, identifies a potential coordinated pattern, and escalates to a multi-agency
response posture.

Measurable Operational Impact

Outcomes will vary based on baseline systems, staffing, geography, data quality, and operating
procedures. However, organizations adopting a multi-domain, Al-enabled framework such as
PADSS can reasonably target measurable improvements in key areas:

* Threat detection — often a 2x to 3x improvement in pre-incident identification when
fragmented systems are integrated and analyzed together.

* Response time — commonly 30% to 50% faster response through automated prioritization,
real-time situational awareness, and coordinated workflows.

* Operational efficiency — up to approximately 40% improvement in security resource
utilization by reducing manual monitoring burden and improving tasking.

+ Situational awareness — transition from isolated feeds to a unified common operational
picture across domains.

« Evidentiary readiness — stronger data retention, retrieval, and chain-of-custody support for
investigations and after-action review.

Implementation Overview and Deployment Flexibility

PADSS is designed for structured, phased deployment that minimizes disruption to ongoing port
operations while building toward full multi-domain capability. A typical implementation follows a 12-
month accelerated schedule across three phases, though timelines are adaptable to the operational
and procurement realities of each organization. The solution can be deployed as a complete
platform or phased in modularly, allowing organizations to begin with highest-priority capabilities
and expand over time without waiting for all future requirements to be fully defined.
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Phase 1 — Foundation & Integration (Months 1-4)

The first phase establishes the operational and technical foundation for the platform. Key activities
include a comprehensive port security assessment, partner integration team onboarding, initial
deployment of OpSignal Al analytics and threat detection software on secure cloud infrastructure,
and FOGO infrastructure design and data center readiness planning for centralized ingestion,
storage, and secure operational hosting.

Phase 2 — Deployment & Testing (Months 5-8)

Phase 2 focuses on physical deployment and system integration. This includes FOGO secure
infrastructure installation — compute, storage, backup, and connectivity — to receive and retain all
PADSS data flows. Autonomous maritime and aerial platforms are deployed with Al coordination
enabled. TrapWire is integrated into the national network of 15,000+ sites, and federal agency
connectivity is established. Comprehensive operator training and certification programs are
completed during this phase.

Phase 3 — Full Operations & Optimization (Months 9-12)

The final phase achieves full operational coverage across all port domains and initiates continuous
improvement processes. Activities include 24/7 automated threat detection, multi-agency
coordination, storage performance optimization, backup validation, and retention workflow
refinement. Documentation of best practices supports future scaling to additional facilities.

Financing

Flexible financing options are available through the PADSS partner ecosystem, enabling
organizations to deploy a complete, enterprise-grade security solution without a large upfront capital
outlay. Financing structures can be tailored to align with organizational budget cycles, grant funding
timelines, and long-term operational requirements. The platform is also compatible with Port
Security Grant Program (PSGP) and other federal funding mechanisms where applicable. Contact
the PADSS partnership team to discuss financing options specific to your environment.

Alignment with National and International Security Priorities

PADSS aligns with the broader movement toward critical infrastructure resilience, Zero Trust
security, public-private coordination, and intelligence-led operations. It is relevant for U.S. state-run
ports and infrastructure operators as well as international environments that require adaptable
security architectures.

* Supports DHS and CISA critical infrastructure protection priorities.

* NIST, FedRAMP, and CJIS compliant — meeting the cybersecurity, data handling, and
access control standards required by federal and law enforcement stakeholders.

» Designed to support MTSA (Maritime Transportation Security Act) compliance — MTSA
requires covered facilities to develop and maintain a Coast Guard-approved Facility Security
Plan (FSP) that addresses perimeter monitoring, waterside domain awareness, access
control, incident response, and multi-agency coordination across MARSEC threat levels.
PADSS directly supports these obligations through persistent autonomous patrol coverage,
documented sensor monitoring, MARSEC-scalable response capability, and multi-agency
command integration. FOGQO's enterprise storage and retention provides the auditable
evidentiary record that Coast Guard inspections and FSP reviews require.
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» Supports Port Security Grant Program (PSGP) style objectives where applicable.

+ Enables multi-agency coordination across port security, law enforcement, emergency
management, and national-level partners.

+ Can be adapted to international hosting, sovereignty, compliance, and operational models.

Conclusion

PADSS represents a next-generation approach to securing ports and critical infrastructure through
autonomy, Al, protective intelligence, resilient power, and secure infrastructure. It provides a
practical path for organizations that need to detect earlier, respond faster, coordinate across
agencies, and operate more effectively in complex threat environments.

The strength of PADSS is not any single component. Its value comes from the integration of
industry-leading partners into a cohesive operating model led by Gulf Coast Tactical and supported
by a secure, scalable infrastructure foundation. This combined approach gives ports and critical
infrastructure operators a framework for moving beyond fragmented monitoring toward proactive,
intelligence-driven security.

With a structured 12-month implementation path, flexible financing options that remove large
upfront capital barriers, and an architecture designed to integrate with — not replace — existing
investments, PADSS offers a clear and actionable modernization roadmap for any port or critical
infrastructure environment ready to move from reactive monitoring to intelligent, coordinated
defense.

Jeff LeLeux Brad Armstrong

President Vice President, Public Sector

j.leleux@gulfcoasttac.com brada@fogosolutions.com
985-519-5529 850-529-3983
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